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ABSTRACT

Oneof themostimportanttasksin softwaremaintenanceés
to understanthebehaior of thesystems partsoneis deal-
ing with. Thecommonwayfor amaintainethenis to study
the documentatiorof a system.However, moreoftenthan
not, this documentatioris far away from beingup to date,
whichis dueto thesystems continuouschangesvhich are
not reflectedin its documentation.In sucha situationa
maintaineris lost and her/hisonly alternatve is to dig in
the systems$ sourcecode. This paperdealswith the prob-
lem of how to infer a (partof a) systems behavior without
having to look at its sourcecodedirectly whenthe docu-
mentationis not trustworthy. For this purposewe analyze
the eventswhich areemittedby a system.Suchsequences
of eventscontainmuchinformationwhich allow to reason
aboutthe behavior of the emitter We presentanapproach
to infer formal descriptionsrom eventsequenceanddis-
cusshow thesedescriptionsupportthe maintenancef a
system.
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1. Motivation

Fromwhateverperspectieyouapproactit, softwaremain-
tenanceusually posesa challengeto a large variety of
aspectsfor several reasons. One of the most aggraat-
ing facetsof maintenanceas causedby the evolution of
a system. The term software evolution was first coined
by Lehmann[l]. He identified two phenomenongo-
occurringwith long runningsystemswhich arecalled

1. law of continuingchange and
2. law of increasingcomplexity.

Continuingchangempliestherecurringneedo adaptsoft-
ware systemdo evolving requirements.A systemwhich
is not adaptablediminishesin value over time. Conse-
guently this leadsto the secondaw, which pointsout that
asystemdoesnotonly grow in sizebut alsoin compleity.
Correctve andadaptve maintenanceendersan ever last-
ing actiity andthey causeimpactsleadingto the second

law of Lehmann. This is dueto the effects which result
from adaptingsoftwaresystemdo changingrequirements,
therebyincreasinghecomplexity of thesystemmaintained
becausechangesare not reflectedadequatelyin the sys-
tem’s documentatiofi?].

Systemscanbe structuredaccordingto their staticor
their dynamicaspects Maintenancdocusingon the static
partchangeghe systems structure(architecture).If such
changesrenotwell documentedthe systems decayis in-
evitable. Thisis thereasorwhy theadaptationsf thestatic
structuresrein mostcaseseflectedsufficiently in thesys-
tems documentations. The researchcommunity is well
aware of this fact and thereare mary approachegiming
attheredetectiorof staticstructures|ike objects(classes)
in legag systemg3, 4,5, 6,7, 8].

However, maintenancectvities do not always lead
to changesn a systems$ structure. Many requirements
demandsmall adaptionf the behaior without touching
staticparts. Althoughthe importanceof documentingoe-
havioral changess well known, this taskis usually ne-
glectedto a greatextent. Thus,the consequence a mis-
matd betweerthe actualdescriptionof a systems beha-
ior andits actual functionality Maintenancein suchan
ervironmentis a extremely difficult task. This problem
hasbeenapproachedrom different perspectiesin liter-
ature[9, 10, 11, 12]. Mostof theseaechniquesrebasedn
resultsof sourcecodeanalysisandcanbe appliedto ana-
lyze behaior of state-lessomponent®n thelevel of pro-
ceduresandfunctions. Additionally, a repositorycontain-
ing knowledgein form of behaior patterngcliches)is nec-
essaryto inferacomponenshbehaior. In mostcasesnfer-
encingis performedoy matchingchunksobtainedrom the
maintainedsystemwith patternsretrieved from the repos-
itory. The approachesliffer in their extractiontechniques
and/ortheir matchingalgorithms.

Dueto their mainresourcewhich is sourcecode,all
theseapproachefor programunderstandingitherproduce
a large overheador matchingsourcecodepatternsor de-
liver inaccurateresults. Thereare only a few approaches
which do not dependon sourcecode; neverthelessthena
full blown knowledgebaseis neededor a successfubp-
plication[13, 14].



Eventhoughall of theseapproachekadto satisfying
resultswithin their domainsthey do nottake this veryim-
portantaspectof describingthe behaior of state-bearing
componentinto account.They operateon alevel whichis
too fine granularto capturethe relationshipsetweenpro-
ceduresandfunctions,resp.methodsof oneclass. Thus,
intra-objectbehaior cannotbeanalyzedoy them.

Thework presenteéh [15, 16] aimsatthedescription
of thedependenciesstablishedhetweerdifferentmethods
of oneobjectto gainamoreholistic insightinto its behar-
ior. This dynamicview is provided by state-chartsimi-
lar to UML-statechartdiagrams[17]. To infer this view
avery expensve sourcecodeanalysisassistecdby manual
guidancds neededevenif the underlyingsystemis rather
small. Spendinghatmucheffort is notin all casegustifi-
able.

In this paperwe presenainapproactor programun-
derstandingvhich doesnot rely on sourcecodeanalysis.
Instead the startingpoint of our approachs a knowledge
basebuilt upon call traces. Thesetracesare obtainedby
analyzingsimple actvity log files, testdata, or dynamic
traces. Fromthat formal grammarsareinferedwhich de-
scribe the regularities of event traces. Thesegrammars
reflect the main particularitiesof the behaior of state-
bearingobjects. The main assumptiorof our approachs
thattracescanbe produced(or isolated)for thosepartsof
alegag systemwherethe maintenancéocusis placed.In
theremaindeof this paperwe referto the maintainecparts
ascomponentsg.g.objectsmodulesclustersof them.

The grammars,as well as statechartdiagramsde-
rivedfromthatgrammarsiescribeall legaleventsequences
whichwereobsenedin theanalyzedata. Theseeventse-
guencesomplywith meaningfulbehaior of executedob-
jects. Thus,thegrammargesp.statechartiagramseflect
thedynamicsof the objectsin obsenation.

In the next section,the techniqueof how grammars
arederivedfrom eventtracesis discussedn detail. In ad-
dition the necessaryjualitiesof eventsequencearemen-
tioned. How the resultsof the inferenceprocessare in-
terpretedto obtain a meaningfuldescriptionfor objects’
behaior is presentedn section3.2. The benefitsof our
approachareshavn in section3., wheretheresultsareap-
plied to a maintenanceroblem. We concludethis paper
with a discussiomaboutfurther work to be doneand we
give ashortsubsumption.

2. Inferring formal grammars from Event
Traces

2.1 Event Trace

An eventtraceis a sequencef procedureor method-calls
of one component. A componentis either an object or

ary coherenttructure(e.g. module)comprisingone state
space.In this work we neglect concretevalueswhich are

transformedy a procedure or methodcall to getan ab-
stractview of the tracedata. Tracescan be obtainedin
two differentways: (1) by analyzingthe call graphin the
sourcecodeto build a staticcall trace,or (2) by observing
the actualoccurringcalls during run time forming a dy-
namictrace. Statictracescontainmoreinformationabout
the potentialbehaior of a componentwhichis dueto the
inclusionof all pathsgivenin thesourcecode.Whereador
maintenancet is not always necessaryo have complete
knowledgeavailable,sinceonly thosepathsareinteresting
which demonstratéhebehaior to bemaintained Further
more, the analysisof sourcecodewould be too costly; if
only aparticularbehaior needgo be analyzedwhich can
be produceddy the systemanyway.
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Figurel. A communicatiorsequenc@roducingtraces

An event traceis gatheredby observingcalls to a
particularcomponent. In figure 1 an UML sequencali-
agramdemonstrateshe communicationbetweencompo-
nent A and componentB. This scenariocontainstwo
differenttraceswhich are an examplefor the behaior of
A and B. Thetraceof calls of componentd’s methods
canbeidentifiedas A.m; A.mo; thatof B’s methodsis
B.a B.b B.c B.a B.b B.c. If tracesareselectedntelli-
gently, theexamplesdescribea significantpartof behaior.
Olwviously, thecompletecharacteristicef acomponentan
hardly be capturedby suchtraces. Therefore we have to
abstracfrom them.

In UML, the dynamicsof componentss described
by meansof statechartiagramswhich areextendedfinite
stateautomatongFSA) [17]. Hence,eventsequenceare
considerecaswords of a formal language specifiedby a
FSA. Ouraimiis to infer the automatorfrom words,resp.
eventtraces.

2.2 Inference process

The processf inferencinggrammardrom wordsbelongs
to the problemfield of sequencédearning[18]. For main-
tenanceoneimportantfactmustbe consideredthe knowl-
edgeaboutcomponent&xists aspositiveexamplessolely
Positve examplesare words producedby the grammay
whereamegative examplesdo not belongto the language
atall. Negatve examplegurnoutto beveryvaluable since
they restrictthe searchspaceremendouslyThereforethe



problemclassis furtherrefinedandnamedin literatureas
positivegrammarinferenceproblem

In 1978Mark Gold [19] proved,thatin generalthe
identification of a canonicalautomatd, on the basis of
given positive and negative examples,is NP-hard. How-
ever, if only positve exampleswere available, in general
such an identificationwould be impossible. In the mid
80ies,therefore researcktoncentratedn heuristicsin or-
derto build automatdor a specificcontext.

We adaptedthe SEQUITUR algorithm [20] to our
needs.SEQUITUR generates context-free grammar{21]
from a givenword. In fact,althoughthe grammarbelongs
into this classof compleity, the generatedanguagesre
regular, sinceeachinferedlanguages finite andit canpro-
duceoneword only. SEQUITUR analyzesa sequencand
substituteseachrepetitionby a rule. The aim of the algo-
rithmis twofold: (1) It generatea shortemrepresentatioof
theinput, thusencodingt asgrammar (2) As aby-product
a structuralexplanationof this sequencés provided.

A contt free grammar G is a 4-tuple G =
(T, N, R, S) containinga setof terminalsT’, a setof non-
terminalsN, a setof rulesR of theform A — «, whereA
is a non-terminalsymbolanda denotesa string of termi-
nal and non-terminalsymbols,and, finally, the startsym-
bol S. For arulein thatform A is calledthe rule’s name
aswell. Considetthe sequencef componen (figurel),
which containsa repetitionof the subsequence b. SE-
QUITUR replaceghemwith anonterminabndintroducesa
new rule with thatsymbol. The grammargproducedshare
thefollowing two properties:

Digram uniqueness No pair of adjacentsymbolsexists
more thanoncein the grammar Adjacentsymbols
aresubstitutedby grammarrules.

Rule utility Everyruleis usedmorethanonce. If arule
is usedonly oncein thegrammarit is deletedandthe
placewhereit was utilized is substitutedy its right
handside.

The following grammatris inferedfrom the example
sequencénonterminalsstartwith the metasymbol$, the
grammars startsymbolis namedanS):

S — $ASA
$A s abc

2.3 Extensonsto SEQUITUR

SEQUITUR is adequatdor describingsinglewords. How-
ever, in a maintenanceontet, mary words(eventtraces)
of onecomponenaregiven,eachof which representsne
specificdetailof behaior. Only whenputtogetheyavalid
descriptionis producible. Given are the following two
eventtracesof onecomponentga b,c andb ¢ a. The SE-
QUITUR algorithm analyzesthis examplesindependently

1An inferedautomatas canonicaljf it is equialentto the automaton
producingtheword.

andthereforeghetwo grammargonstructedlo notfind the
evidentbehaior patternb c¢. To overcomethis weakness,
SEQUITUR was extendedto enablethe analysisof mary
differentsequencesyhich areassumedo be produceddy
one component.This extensionis calledMSEQ (multiple
SEQUITUR) [22]. MSEQ detectgepeatingpatternsspread
betweerdifferentwords.

Dueto the primary goal of SEQUITUR, which is the
grammarencodingof one word, only the word analyzed
can be derived from the grammar In particular itera-
tions of contiguouslyappearingtokens, which may refer
to loopsin the sourcecode,are not explicitly revealedby
SEQUITUR. Thisis not sufficientin programunderstand-
ing and thus, a more generaland abstractdescriptionof
a componens behaior is needed. MSEQ provides with
the possibility to introducedomainknowledgein form of
aniterationheuristic An iterationheuristicis the minimal
numberof sequentiallyoccurringpatternsn a word. If at
leastthatmary patternsoccurconsecutiely, it is assumed
thatthesepatternswvereproducedoy aloop. For instance,
the eventtracea b b b b ¢ hintsto agrammarG with the
rulesS — a B ¢, B — b | b B, whereaninfinite sequence
of theterminalb may be produced.Obviously, this pattern
doesnot needto be generatedy aloop in the component
emittingthesequencetHow mary sequentiabccurringpat-
ternsreally hint to a loop dependon domainknowledge.
Thereforetheiterationdetectiormechanisnof MSEQ can
be controlledby the i ni mal | t -parameterwhich spec-
ifies the minimum numberof iterationsdefiningaloop. In
the example,above thevalues2, 3, or 4 would have led to
the sameresult. The correctadjustmenbf this parameter
depend®n domainexpertiseandmustbe provided by the
maintainer

SEQUITUR basests patternrecognitionon thedetec-
tion of repeatedligrams(patternsof length2). However,
theremay be situations wherethe sequencedemonstrate
acertainpatterniengthlargerthan2. In suchcasest is bet-
terto basehegrammar®nthatcharacteristitength.Thus,
M SEQ additionallyoffersthe possibility to detectpatterns
(n-grams)of alengthn specifiedby the maintainemwhich
leadsto moredomain-adequateile structures.

3. Maintenance support

3.1 Interpreting grammarsfor program un-
derstanding

MSEQ producesormal grammargepresentingharacter
istic partsof a componens behaior. Sincethey abstract
from concretevalueswhich are provided with the calls,
M SEQ provideswith amoregeneraldescriptionwhichcan
hardly be recognizedlirectly from thetraces.In this way,
grammardelpto understandehaior. Dueto thefactthat
mary grammargorrectlydescribehesamewords,thisde-
greeof freedomis usedto raisethelevel of understanding.
The maintainermay adaptv SEQ by tuningthe parameters



in orderto generateesultswhich reflectthe particulardo-
maim better

Onepossibilityis to “play” with parameter$o geta
notion of the boundariesmportantin the domain. If the
domain containstransactionf a certainlength, the re-
sults obtainedby a default patternlength may not reveal
this characteristics. By experimentingwith the value n
for then-gramsyvariousgrammarsiescribeheunderlying
words. The responsibilitywhich grammarto choseasthe
bestdescriptionfor that domainis passecdnto the main-
tainer For detectingiterations,a similar approachs cho-
sen.A meaningfulariationof them ni mal | t -parameter
helpsto producegrammarswith differentlevels of quality
which generallyaimsat their understandability

As amatterof fact,formalgrammarsarenotthateasy
to comprehendbr untrainednaintainersThisis especially
trueif iterationsarerepresentedsrecursionsThus,MSEQ
canbeforcedto changetheoutputformatof thegrammars
to EBNF2. The recursionof the startrule of the grammar
presenteth sectior2.3thusbecomes$ — a (b)* ¢, which
is indeedeasierto comprehend|

A furtherimprovementto understandabilitys dueto
the propertyof the grammarggeneratedy MSEQ whose
languagesirealwaysregular. Regularlanguagesreequal
to FSAs[21], which are more understandablen general
due to their graphicalrepresentation.Thus, thesegram-
marscanbetransformedo FSAswithoutlosingary infor-
mation. But statesin a FSA are not directly comparable
with thoseof an UML statechartiagram. Anyhow, since
they are depictedas graphs,their expressienesss rated
higherthanthe oneof grammarsAlgorithmswhich trans-
form grammardo deterministicaswell asindeterministic
FSAsmaybefoundin [21].

3.2 Interpreting grammarsfor maintenance

How can grammarsdescribingpartially the behaior of
componentdelp to maintainsoftware? When consider
ing thedifferentkindsof maintainancectvities,grammars
helpin thefollowing ways:

In correctivemaintenanceneof the maintasksis to
locatethe spotwherean error occurs. Grammarsareable
to demonstratstructuref behaior. Onahighlevel they
canindicatewrongordersof events,incorrectplacedrecur
sions(iterations),or missingiterations.Any of theseindi-
catorsmay shav wrong protocolsof the componens uti-
lization and,thus,enableghe maintainerto locatethe cor-
respondingpartsin thesourcecodeby identifyingthefunc-
tional partsemitting wrong patterns. The localizationis
supportedy two sourceof information,whichare(1) the
event-emittingcomponenand(2) the pathwithin thecom-
ponents control flow graphleadingto error proneplaces.
E.g.seeour previously presenteaxample(page2) which
led to the grammarpresentedn page3. Givenis thefol-

2ExtendedBackusNaur Form
3In EBNFanzt indicatesthatz is atleastiteratedonce.

lowing snippetof sourcecodeof component4, whichmay
producesequencesf theform ((a b ¢)|(a b d))*.

VWHI LE conditonl LOOP
call B. a;
call B.b;
I F condition2 THEN
call B.c;
ELSE call B.d;
END | F;
END LOCP;

The grammarinfereddoesnot containa terminald. Due
to the maintainers domainknowledge,this is considered
a fault sinced mustshav up in the grammar Thus, the
maintaineris hintedto look at condi t i on2 controlling
the pathto d, andto look at thosevariableswhich areref-
eredto in the condition.
Adaptivemaintenancesnhanceshe functionality of
a systemby changingit in accordancevith new require-
ments.Grammargyeneratedy M SEQ supportthis activity
by guiding the maintainerto thoseplaceswherechanges
shouldhappen. Considera requiredadaptionof the be-
havior to the examplegiven above, whereaword a b e
mustbe producible. Therefore a further alternatve in the
| F-construct,B. e, shouldbe availablewhena particular
conditionholds. Similarly to the pathlocation,during cor-
rective maintenancdéhe grammardirectly helpsto locate
thecorrespondingpotin the sourcecode.

4. Further Work

Grammarglescribethe behaior of componentsWe pro-

vided hints for locating spotsto be maintainedin source
codeon the basisof grammarsand words. Thesehints
couldbefurtherimproved,by connectingheforwardengi-
neeringprocesgor developingcomponents$o the program
understandingctiity and maintenancestronger In that
directionsomework hasalreadybeendone[2], wherefor-

mal specificationdor establishingforward and backward
tracesareutilized. We wantto exploit thesetechniquedor

programunderstandingswell.

M SEQ detectsary repetitionsn eventtraces.If char
acteristicpatternsof the respectie domainwere known
in advance,the inferenceprocessaswell asthe resulting
grammamvould benefitremendouslyrom theuseof them.
Hence,a next stepto improve M SEQ would be to develop
thealgorithminto thatdirection.

5. Conclusion

We presentedan approachto automaticallygeneratede-
scriptionsof behaior from dynamiceventtracesvhichare
obtainedfrom a running system. After isolatingthe parts
of a systemto be maintainedsuchgeneratediescriptions
(formal grammarsfinite stateautomatonshelp to under
standthebehaior of theisolatedpart. Thistypeof descrip-
tionsis acommonway to specifythe behaior of software



non-ambiguously Hence,a maintainerdoesnot have to
be especiallytrainedto interprettheseabstractionsThus,
without touchingthe sourcecode,a maintaineris ableto
reasorabouta systemsbehaior and,consequentlyis sup-
portedin its maintenance.
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