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ABSTRACT

The semantically rich datenodels of object-oriented databas
managemensystems (OODBMSs) are muniore a challengeot
achievesecuritythan the traditional (relational) models. Issues t

rightsto other users at his complete discretion. Grantees aan als

be permitted to pass a subset of their rights to other users.
While this approach is very flexible and atie@, there is no

centralsecurity policythat can be enforced by a subsystem ef th

be considered include inheritance relationships and comple database The security of the data heavily depends oa th

object aggregations as well as method executions.

disciplime wellbehavedness of the individual holdefs o

In relational systems, views have their place as one importanaccess rights. Semantically rich object-oriented data medel
building block of the security mechanism. They allow to derive which support inheritance, associations, composite data- struc
and re-structure the schema according to security requiresnent tures, navigation and methods pose additional challenges t
and also to implement content based restrictions on databas discretionary access control (Lunt and Fernandez, 1990).

access.

Mandatory access control. Mechanisms fomandatory acces

The construction of derived schema elements and sahem control require to label all objects in a database based on thei
restructuringin order to design subschemas as external raodel sensitivity (classificatior). The active processes requesting aeces

are also main goals of approaches for view mechaniams i
OODBMSs. While security is not the main focus of teos
proposalsjt seems equally promisirtg use them as implementa
tion means to achieve security like in the relational systems.
One of the newer and more powerful proposals for views i
OODBMSs is our approach named eXoT/C. It supports th

to database objects (e.g. users, application programs) ard calle
subjectsand are assigned tockearancelevel. Classifications agh
clearancesare partially ordered. There is a strictly enforce
central security policy (the Bell-LaPadula model) which has t
aspectsA subject is allowed to read a data item if the subject's
clearances greater than or equal the data item's classificatio

derivaion of external schemas from the conceptual scheyna b (read dowr). A subject is allowed to write data classified equal

means of a mapping specification. All securityuiegments can

to or higher lhan the subjects clearanagrife up. This ensures

be cegptured in the mapping itself. For the users of exierna unidirectional information flows from subjects at a lowe

schemas this mechanism is transpaesm there are no security
inducedeffects orthe conceptual schema which would distat it
semantics.

Throughan example which takes into account all the impor-

tant categories of security constraints in OODBMSs wel wil
investigatethe suitability and assess the usefulness of eXoT/
with respect to security issues.

1 MOTIVATION

cleamanceto subjects at a higher one and leads to a multileve
databae which appears to be different to subjects at differen
clearances (Pernul, 1995).

The rigidity of this policy implies high inflexibility and &
severe impact on schema iges In most approaches, a concep-
tual class whose attributese attached to different classification
(multilevel classes) requires a realization via a set of intercon
nectel classes, each at a single security level. Additiona
inheritancerelationships andssociations based solely on segurit

Approachesto achieve security in database systems @n b requrementsare thereby introduced to the schema (cf. Mille
classified into two categories, namely discretionary and mandaand Lunt, 1992). The resulting schemas have podityjira the

tory access control.

Discretionary access control. The mainidea of discretiongr
securitymechanisms (also calledithorization models), is that o
ownerdip of information in combination with delegatiorf o
access rights. An owner of a piece of information cauyaany
legal operation to it. The owner can further grant aetubkhis

areas of minimality, expressiveness, réuldg, self-explanation
and extensibility (cf. Batini et al. 1992).

In addition to the two traditional kinds of access cdntro
medanisms,the ANSI/SPARC three-level architecture abul
serveas abasis for the realization of a security subsystem. The
externalschemas cabe regarded as the sole part of the databas



a user or application is permitted to access. This persgectiv paperto represent the static object sofas of the examples. As

suggestsa closer investigation of the applicability and usefidnes
of external schemas as building block for access control.
The challenge is to provide a mapping mechanism beiwee

requirad by OMT, inherited attributes and methods will net b
denoted again.
Fig. 1 contains the OMT object schema of a concéptua

the conceptual schema and the external schemas wiich imodel in a simplified enterprise domain. It consists of ¢hre

powerfu enough to express all common kinds of segurit

objecttypes:Enpl oyee, Manager , andPr oj ect . Object tye

constraints. Semantically rich object oriented data models withEnpl oyee is characterized by the attributessn, nane,

their support of static and dynamionstructs seem to be idaall
suited as an implementation framework.

Object-oriented views. As in relational systems, views i
OODBMSsallow one to construaterived schema elementsdan
subschemas. Although most proposals for OO views dot no
claim to be security models in the first place they provide
schemamapping facility which can be utlized as meawns t
realize security support in the object-oriented context.

The applicability of object-oriented views for the realizatio
of security constraints was already examined by Hochmille
(1996),with eXoT/C (say: exotic) as representative of an object
oriented view approach. In the comparison, the problem o
inheritance anomaliedid arise especially in the case of manda-
tory access control of multilevel real world entities realizgd b
single level objects even for minuscule examples, while th
object-orientedriew approach was free of this semantic dilemma

This result inspired us to further investigate the principa
suitability of object-oriented views for access control. eTh
central idea of this paper is not a complete presentation ef th
area of object-oriented views (for a comparison of différen
proposas cf. Motschnig-Pitrik, 1996 and Dobrovnik, 1997), but
to discuss the realization of access control witb®X through
an example which features all categories of security conssraint
(cf. Pernul, 1994; Castano, 1995).

Therest of the paper is structured as followsséation 2 th

sal ary, bi rt hday, sex andthe methodage() . The object

type Project hastitle, budget, and category as

attributes. Employees can be assigned to projects (many-tgrman

relationship). Object typeManager is defined as subtypef o

Enpl oyeeand inherits all attributes, methods and relatiqrs

of Enpl oyee. Each Proj ect is lead by oneManager.

Bonus is an additional attribute okanager. The methd

t ot al _budget () returns the sum of budgets of those prgject
which are lead by the manager.

Employee | oiects
ssn
name assignment
salary members
birthday
sex
Project
age() )
title
budget
category
Manager
. leader
onus leadership
total_budget() ] ]
guided_projects

Fig. 1 Conceptual object schema

security constraintategories are presented in the context of the 2.2 Security constraint categories

exanple which will be used throughout the paper. Sectibn
gives a brief introduction to the basic features of eX©®T/
illustratedby theimplementation of the conceptual schema ef th
example.The realization of the schema mapping together vgth it
discusion by constraint category is dealt with in section 4. A
assessmertf the object-oriented vieapproach in contrast toeh

In the sequel, we will talk ofecurity objectsvhen we refer
to objects in the database as well as when we considel quer
results.Security constraintare already discussed and classified
in literature (cf. Castano et al., 1995; Pernul, 1994; Pernul
199%). In our discussion of security constraints, we follow th
taxoromy as presented by Pernul (1994). This classificatio

two traditional security approaches can be found in section 5distinguishesbetween two different types of application-depen

The security-specific contributions of our approaie summa-
rized in the last section.

2 SECURITY CONSTRAINTS

In orderto establish a common basis for the explanation o
the various security constraint categories as well as fer th
discusion of the realization of security constraints with object
orientedviews, we will next introduca simple example schema
Afterwards, the security constraints proposed so far ie th
literaturewill be briefly discussed .Then, we will constraireth
example schema according to security requirements.e Th
applicability of object-oriented views for thealization of these
security constraints will be demonstrated in section 4.

2.1 Example schema
For the sake of uniformity, the OMT notation of Rumbhug
et al. (1991) will be used (with some extensjothroughout the

dent security constraints:

e constraintghat classify characteristic properties (attributes
methods) of security objects (2.2.1 to 2.2.4)
e constraints that classify retrieval results (2.2.5 to 2.2.7)

In the following, all these kindsf security constraints willé
shortly described and illustrated by example constraints en th
elements of the object schema represented in fig. 1.

2.2.1 Simple constraints

Simple constraints classify certain properties of one securit
object to be at a higher security level than others of theesam
object.

Example. The budget of each project is confidential. sThi
requiresto classify the attributbudget of object typePr o-
j ect at a secure level.



2.2.2 Content constraints level. This should protect from inferring which teasiresponsi
Content constraints classify characteristic properties of on ble for what project (cf. Pernul, 1994). However, enoughdrial
securityobject based on theparticular values or on the values of querying single assignments will heéfpelude any aggregatio
of other properties of the same object. constraint.
ExampleThe birthday of women is céidential. Hence, the
securitylevel of Enpl oyee’ s attributebi rt hday depends 0 2.3 Example schema with security constraints

the value of attributsex. Fig. 2 is an extension of fig. 1. It contains some segurit
constaints which will subsequently be discussed withire th
2.2.3 Complex constraints apgication context. For reasons of simplicity we useotw

Complex constraints classify characteristic properties af on classificationlevels: unclassified (U) and secure (Shly secue
secuity object based on the values of properties of amothe elementswill be explicitly denoted as such ones in the objec

associatedbiject. schemeof fig. 2. We use this simple notation for the sake of
ExampleAll information abot critical projects is confiden- clear presentation. For a somewhat more complete notat®n th

tial. This implies thatassi gnnents of Enpl oyees to reader is referred to MOMT (Marks et al., 1996).

Proj ects with category = “critical ™ has to e The atribute budget of a Proj ect is secure. Projest

classified at a secure level. themséves are either unclassified or secure. A Project is secure

if itscategory is 'critical'. All information about secar

2.2.4 Level-based constraints projectsis secure (assignments, leaderships, and exclusion from
Levd-based constraints classify characteristic propertiés o computation of manager’s budget sum).

onesecurity object baseth the classification of another propgert The values of attributesal ary are unclassified. Thei

of the same object. assod@tion to instances of object tyfenpl oyee, however, $
ExampleThe methocage() of Enpl oyee must always & secue. Thebi rt hday of women is secure. This requiresaals

at the same classification level as the attrithitet hday. the computation of women’s age to be secure (corresponds to a

kind of ‘dynamic' level-based constraint).
2.2.5 Association-based constraints

Association-based comatints classify the combination of the =
. .. g . . mployee | ect
value of certain characteristic properties of one object with th - projects
identifying property of this object at a highlevel of classifica- name assignment
tion as the values of the unrelated properties themselves. Thi | e %S}if sex=F} (Projectlevel) | members
constraint type is also callembntex constraint(Castano, 1995). sex
Example. The salaryof each individual employee is confiden age() {birthday.level} Project {S if category = 'critical’}
tial. However the values of salary without any information abou title
which employee gets what salary are unclassified. Thus, th gggegegr{S}
relationship between the values of the attrilmdaéar y andthe 9o
correspondindEnpl oyee objects are classified at a secure level Manager _
— { Ieadlersh||)p leader
Project.level
2.2.6 Inference constraints total bud :
. . ) . . _budget() _ _
Inferenceconstraints restrict frorheing able to infer classifie guided_projects
information by using unclassified data and hidden paths lwhic
may also involve personal background knowledge. Fig. 2 Object schema with security constraints

Example. The total budgedf a manager can be considered a
unclassified if the amount of these projectbigh enough. This 3 OBJECT-ORIENTED VIEWS WITH eXoT/C
would require to allow the computation of the total budge
(messget ot al _budget ()) only if a proper condition (e.g 3.1 General Architecture

cardinality of propertygui ded_pr oj ect s should be greate The main principle of the eXoT/C proposal as developgd b
than 3) holds. Dobrovnik (1995) is the clear and clean separation & th

concepual schema from the external schemas. An externa
2.2.7 Aggregation constraints sclkema can be regarded as a kind of interface specificatio

Aggregationconstraints classify several instanoéshe sare through which the database (the conceptual schema) ean b
security object at a higher security levelrthgngle instances of accessedThe designer ofin external schema implements itaas
the same object. As single instances usually can be aggetgatederived schema via a mapping specification.
offline, an aggregation constraint might not be very userfuits There are special type constructors which allow to deriv
own. Moreover, such an aggregation constraint will require t externalschema elementgypes containery from conceptula
restrid access to the single instances (through other constraintones. Object generating and object preserving semanties ar
of the categories presented above) in order to inhibit @&flin suppoted. We do not only take into account structural aspect
aggregation. (type and schema restructurifidput also deal quite extensiyel

Example. Let us consider the assignment of projeas t with dynamic aspects aster schema method resoluticard
employees as unclassified. However, the aggregation df al methodsteadinesgcf. Dobrovnik and Eder, 1996). Since we ar
employee asgnments to a certain project should be at a securenot in the position to present an in-depth treatment of e®oT/



heredue to space limitations, we refer to Dobrovnik and Eder specified in a straightforward manner. The associations ef th
1994 and to Dobrovnik, 1995. OMT model are implemented as attributes in the objectstype

In the sequel, we will present the data model of eX8T/ which areused to reference the objects at the other endeof th
which can essentially be regarded as being a subseteof thassociationIn this example, we arbitrarily chose to sugpor
ODMG proposal (Catell et al. 1997). The data model is-illus bidirectionalnavigation by realizing suchttributes on both side
trated by the conceptual schema implementation of the rgnnin of the relationships (e.gor oj ect s andmenber s in objed
examplefrom fig. 1. The construct®r the derivation of exterha  typesEnpl oyee andPr oj ect).

schemas will be explained in section 4. The three containers implement the extensional part ef th
model serving as persistence roots and entry points for queries.
3.2 Data Model The implementatins of the methods are also included in the

We distinguish betweeextensional and intensional concepts schemalor thesake of a focused presentation, some mina dat
soa schema in our dataodel consists of a set of types andta se type conversions were deliberately left out.
of containers. The types describe the structural and behhviora

aspects of the objects and values. schema Enterprise {

We provide some atomic valugpes (boolean, integer, string objsggt : Eg‘tjlr f’%g? {
...) and an atomicoot object type. The type constructeetard name : stri né;;
tuple can be orthogonally applied to tygesbuild set valued ah salary : money;

| lued structured value types birthday : date;
tupe\_/aue uctured value types. sex : char:

Object types (also commonly referred to as classes) ean b projects : set(Project);
declaredthrough the use of the object type constructoject } age() @ integer;

They are positioned in an inheritance lattice which support
conventional structural top down multiple inheritarsemantics. ~ obj ect Manager @ Enployee {
Conflicts grecircumvented by demanding an unambiguous wrigi g‘j{‘ggd'_p?gf'gzi s : set(Project);
of the object type components and methods. total _budget () : noney;
The definition of a subtype can make use of covarian }
redefinition of attributes and method signatures. The subtyp opject Project {
relationalso defines type substitutability and assignment compati title : string;
bility, namely wherever an instanceatertain type can be used Bg?gggr; mgf¥| ng:
it is also allowed to use an instance of one of its subtypes. | eader : ivanager; '
At the extensional level, we providentainers, which caneb menbers : set (Enpl oyee);
describedas typed object sets. An instance of an olijgmt can
be added to any type-compatible container and can a#so bcontai ner TheProjects : Project;
removed from it. The containers are user defined objecs set contai ner TheEnpl oyees : Enpl oyee;
. . . . . cont ai ner TheManagers : Manager;
which also provide persistence. An object persists the durren
sessionwhen it is in at least one object container or whes it i method age(): integer in Enployee {
referenced by another persistent objectpetsistence ¥ return today()-sel f.birthday;
reachability). Currently, there is no hierarchy defined betwee
the containers. The object types are the factories amd thmethod total budget() : money in Manager {
containers are the warehouses of the object instances. return Suntfsflofnct) budget
We assime the existence of a Turing complete procddura in self.guided_projects);
language for the implementation of methods and also aof
declarative query language.
All object types have to bevell formed a property whia Fig. 3 Conceptual Schema in eXoT/C
restricts overridig of components and methods to the covariant
caseand avoids multiple inheritance cohflicts ip .requiringttha 4 IMPLEMENTING SECURITY CONSTRAINTS
all methods and components have a unique origin. In this section we wilshow how our view mechanism cae b
If all objecttype definitions in a schema are well formednthe ;seito achieve the desired level of security as specified in fig

the schema obeys the covariant subtyping principle. As usgal, thy The main principle is likewise straightforward and elegant.
objectgenerating methodew( ) is treated differently, since i

can already be bound at compile time. 4.1 Schema mapping

}
} /] Enterprise

o We use the conceptual schema as a basis from whe&eh w
3.3 Conceptual schema definition _ ~ congruct an external schema (view). The schema derivation i
Before we discuss the realization of the security conssaint specified through a slightly extended form of the sclem
presentd in the previous chapter, we will briefly introduceeth  §efinition language which was already used for concéptua
syntax ancgsemantics of the schema definition language used ingchenas. Through the derivation specification we defiae
eXoT/C. Fig. 3 illustrates the implementation of the conceptua mapping between the conceptual schema and the efterna
schema as described in section 2.1. schemaThe user of an external schema is neither awhitke

The structl_JraI aspects of_the three OMT class_es are-repreynderlying conceptal schema nor of the details of the mapping
serted as object types. Attributes and method signatures ar ,sed to derive his view.


\tFor type equivalence and type compatibility, we use the same rules as in ODMG. Two types  S , T are equivalent, iff  S  is a subtype of  T  and vice versa. More explicitly, two types are equivalent, if they are named types (predefined types or object types) and have the same name, or they are anonymous types (set or tuple types) and if their structure is identical. For set types, the element type must be identical, and for record types, components must be identical in number, name and type.  \tSo basically, we use name equivalence for object types and structural equivalence for anonymous types. We do not use structural object equivalence, since we do not want to introduce additional type equivalences in the external schema which do not have any correspondence in the conceptual schema. Such an unwanted equivalence would arise externally, if two external types have the same externally visible structure, but are based on incompatible conceptual types. \tAn assignment  a:=b  is permissible, if the type of  a  is a supertype of the type of the expression  b . The type of an actual parameter must be a subtype of the formal parameter it substitutes. 


The elements of the external schema (derived types an derive schema UnclassifiedEnterprise
contairers) are described on the basis of conceptual sahem oM Enterprise {
elementsType derivation allows one to use either all characteris derive Project {
tics of a conceptual typer to restrict the external representatio fromProject {
to a subset of the conceptually known attributes and methods tc';tl §gof§ r:| nsgt'ri ng:
External types can also be extended via the spedficaf new | eader : Manager;
methods. For external containers a subset of the concéptua menbers : set (Enpl oyee);
extensions can be specified via a query expression. } }

All of the possible mapping mechanisms can be faonfi. )
4 which shows the external schema mapping necessary tde]['r‘éﬁ] E”pl oyee {
. . . ) . npl oyee{
implementthe security constraints presented in section 28. W ssn : string;
will take a closer look at this mapping in the next section. nanme @ string;

sex : char;

4.2 Security constraints revisited bi 1thday() . date;

We will explain the schema mapping in fig. 4 according t 29e() : integer; _
the classification of security constraints presented earlier. projects() :set(project);

met hod bi rt hday() L date in Enployee {

’ . if (self.sex ="'F")
421 Smplt_eco_nstramts _ return (N A)
The derivation of the external typ®roj ect from the el se '
conceptuabne takes the confidentialiof budget into account return sel f.birthday@

Theattribute does not appear in the projection list of the externapet hod age():integer in Enpl oyee {
type definition. The external appearance of projects is therefore if (self.birthday()=N A)
"budgetless"Type restriction agpplied in this case can be dse return N A
to conceal the existence of conceptually defined attributes o return sel f.age() @
methodsfrom the user of the external type. Type projattio } ) ) )
typically implements simple security constraints (cf. sec. 2.2.1)."'Etrr:e?oll”ar ojects() - set(Project) in Enployee {
The projection mechanism is also used in the derivatibn o (select P fromp in self.projects@
type Enpl oyee. Since attributesal ary was specified to & where p.category <> 'critical');
secure, it is omitted from the projection list. }
derive Manager : Enpl oyee {

4.2.2 Content constraints from Manager {
. . . . bonus : noney;
The implementation of a content security constraint can also 3
be seenin the derivation specification of Employee. A= th gui ded_projects() : set(Project);

clasdfication of attributebi r t hday depends on the sex of the , [otal_budget() : money;

employee (cf. se@.2.2), the attribute value must be hidden for et hod gui ded_proj ects() : set(Project) in Manager
female employees while it is unclassified for male ones.-Con {

. . . return
;tralntsof this type can only be dynam.lcally evaluated at u (select P fromp in self.guided_projects@
time. The wayto implement such constraints in eXoT/C cossist where p.category <> 'critical');

i i }
of two steps. Firstthe dependent attribute (or method) hasdo b et hod total budget() : money in Manager {

projectedaway by type restriction as mentioned above.sThi if (card(self.guided projects()) < 3)
implies that no instance of the type has such an extgrnall return (N A)

observable attribute. But since this is too restrictive according t € Seturn sunt

the security requirements (the birthddynmales is unclassified), sel ect budget fromp

in the second step, weeed to construct a mechanism by which ) in self.guided_projects());

the unchlassified values can be retrieved. It is rather evident t

implementan additional method fdEnpl oyee, which dynami

cally evaluates the conditio_n of the con_tent constraint. & th cont ai ner TheEnpl oyees : Enpl ayee =

example, the externally defined metholdi rt hday() only select E fromE in TheEnpl oyees@

returnsthe birthday if the method is sent to an object oktyp

Enpl oyee with sex="M . If the birthday of a female em

ployeeis requested, the method could either retuco\eer story

a null value or a special value. For the example we use th cont asier]leerctThIDGIDfrlp(j);cltDSi : 'ﬁqé)lj?reg'te;s@

special valueN' A (not available). where P.category <> 'cri tJi cal ' ;
Methodbi r t hday() in fig. 4 is notable for theeason tha ) )

it shows the access mechanism for conceptually defin_ec_i_atl;ributecont a;é‘leéc tThSefla; ra; ! fersor:n g”ﬁyT;eEml oyees@

which were excluded from the external type definitiog b

projection. The actual conceptually defined attribute is deshote }; // UnclassifiedEnterprise

by object.attri bute@ In the case obi rt hday(), we

usesel f. bi rt hday @to access the conceptual attribute.

cont ai ner TheManagers : Manager =
select Mfrom Min TheManagers@

Fig. 4 External schema definition



It is important to stress the fact thhist mechanism fointer
schemareferencingdoes not offer users a way to circumver th
securityrestrictions. The @-notation can solely be used by th
despner of the schema mapping who implements the désire
security boundary. There is no means for the user efkearnal
schemato make any forbidden use of this feature eveneif h
shouldgain access to the mappisgecification or the descriptio

Had we just projected the conceptually defined mdtho
age() in the external type definition dnpl oyee, then tke
age of each enhpyee would have been accessible. A conceptu-
ally defined method executes in the context of the condeptua
sckemaand can use/call all attributes/methods defined therein
This featureis highly desired from the point of functionalitydan
schema reuse, but viewed in the context of security requirements

of the conceptual schema (which shouldn't be the case normallyjt may seem to be a security hole. Had the original sgcurit

The @-notation allows the external schemagiesi to make

condraints not included the explicit requirements foreth

use of all attributes and methods in the conceptual schemaclassificationof ages depending on tekassification of birthdays

Decisions abut the classification of an attribute or return value

the schema designer may have forgotten to restrict access to it

of a method can therefore be made with the whole daabasAs a consequence, birthdays may be inferred up to a resolutio

being accessible.

This power does also imply the possibility to implemant
"covert channel". It is the responsibility of the designer af th
schema mapping to check for arlanénate such security holes.
Sincemuch of the security restrictions daneplemented structur

of one year by using the unclassifiade() method.

4.2.5 Association constraints
Since association-based constraints disallow the connectio
betweenattributes of objects and their actual values (cf. sec

ally via types this task is not so problematic as it may seem t 2.2.5), they can be dealt with like simple constraints as & firs

be at the first glance. When a conceptual type is restrictad vi
projedion, the resulting external type definition is usea t
describe the observable stture of the conceptual instances for

step. By projecting away the attributes in the object types, w
hide the attribugs altogether. But this treatment alone would be
too restrictive, since the values would also be unaccessible. We

the user of the external schema. In the context of our exampl needto offer a way taccess the isolated values. In the exampl

this means that projects do not havbualget, independent ofeh
place where they occur (e.g. as attribug@soj ect s in type
Enmpl oyee andgui ded_pr oj ect s in type Manager).

4.2.3 Complex constraints

Complex constraints (cfes. 2.2.3) can be implemented in a
way rather similar to that used for content constraints. In ou
example projects with ‘critical' category are secure. This incdude

also associations with members and leaders and computations

budget sums. To restrict the view to unclassified projects ,only

we acheve this by the construction of an additional containe
TheSal ari es which selects all salary values frahe concep

tud container for employees. Another possible solution doul
have beenhe realization of a second derived type based on the
conceptual object type Enpl oyee with a single attribw

sal ary and of a container referring to this type.

4.2.6 Inference Constraints
Inference constraints also require to implement additlona
restrictionsof attributes or return values of methods. Possibl

we construct a derived container using an adequate selectioinferencepaths must be specifieshd need special treatment.eTh

criterion. The external containefhePr oj ect s includes dl
unclassified projects. The classified ones are nevereigibthe

example we gave in section2% considered the inference from
aggregate values to the values they wherepeded from in the

use. Associations require some careful considerations. While itcaseof just a few such values. Project budgets are classified

is not necessary to restritte navigation from secure objects to
unclasified ones, it is essential to explicitly avoid reference
from unclassified objects to secure ones.

In the example this is realized through the methpd®-
jects() in Enployee and guided_projects() in

total budgets of managers are not. In fig. 4 the concéptua
methodt ot al _budget () in Manager waseplaced by a e
externalmethod which acts as a guard for the real aggeegat
value. As our example requires the budget'afriti cal’
projects to be excluded from the budget sum, the selection i

Manager . Both methods replace the corresponding concéptuamethodt ot al _budget () is based otthe externally computk

attributeswhich were projected away during type derivation
They simply apply the same selection criterion as used #r th
containerThePr oj ect s to the conceptual attribeg. Since the

gui ded_pr oj ect s() . If all budget values were allowed te b
included in the budget sum, the method codef o
tot al _budget () would simply need to call the conceftua

whole conceptual database is accessible for the methgds bmethodt ot al _budget () by using the @-notation.

means of the @-notation, arbitrarily complicated comple
constraints can be expressed.

4.2.4 Level-based constraints

4.3 Resulting external schema
The resultof the schema derivation process according to the
definitions in fig. 4 is presented in fig. 5 (on the next page

The realization of a levddased constraint can be seen in the which should be self-explanatory. This is the only infornmatio

methodage() of Enpl oyee. Ages of employees are clasdifie

if their birthday is classified (cf. sec. 2.2.4). The implementatio
principle is again very similar to that of content based-con
strants. The conceptual attribute or method is projectedyawa

aboutthe database structure a user has evidendeothe user
the mapping specification and the underlying conceptual sahem
are neither visible nor accessible by any means.

Hene, the object-oriented view approach does not jus

and a new method is introduced in the mapping specifinatio implement the external schemas and provide the mappin
which dynamically checks the classification of the indepehden mechaism between the conceptual and external levels bot als
attribute. Depending on thesudt of the check, the real value is allows one to use this mapping to enforce a security boyndar
returned or hidden. around the conceptual schema.



schema Uncl assi fi edEnterprise {

obj ect Project {
title: string;
category : string;
| eader Manager ;
menbers : set (Enmpl oyee);
}

obj ect Enpl oyee{
ssn : string;
name : string;
sex : char;
bi rt hday() dat e;
age() i nteger;
projects() :set(project);

}

obj ect Manager Enpl oyee {
bonus : noney;

gui ded_proj ects() set (Project);

total _budget () noney;
}
cont ai ner TheEnpl oyees : Enpl oyee;
contai ner TheManagers : Manager;
contai ner TheProjects : Project;
contai ner TheSal ari es : npney;
}; /1 UnclassifiedEnterprise

Fig. 5 Resulting external schema

5 ASSESSMENT

Object-orientedviews or external schemas can be desdribe

Empl oyee andManager into two separate single-level parts
This results in two secure and two unclassified components. Th
two secure parts are related by inheritance which is alsofdr

the two unclassified parts which is statedcionventional OMT
notation. The ufamiliar dashed lines linking the secure and the
unclassifiedcomponent®f each of the two conceptual typesyma
be interpreted either as security induced inheritance (Jajddia e
al., 1995) or as association between composite objects (Bertin
andJajodia, 1993). Both variants provide means to yistthe
unclassified parts or to access the whole conceptual object.

Employee {U}

~———{sSN
H name
1
1
1
1
1
1
1
1
1
1
:
Employee {S} Manager {U}
salary - - bonus
1
1
1
1
1
1
1
1
1
:
Manager {S}

Fig. 6 Simple constraint and multilevel classes

neither as a plain discretionary nor as a pure mandatory approac

for accesgontrol. While they have properties of each of the tw
mainstream kinds of security mdslethey do not completely fit
into one of these categories.

Comparing the external schema approach with discretipnar
models(e.g. Fernandeet al., 1993; Briiggemann, 1994) weaot
tha the former does not explicitly include the notion af
grant/revokemechanism. The grant granularity@ssented her
is a wiole external schema which is defined and cangfull
tailored by a security administrator according to the céntra
securityrequirementst a "schema definition time". The authori
zationmodels arenore flexible in allowing users to grant/rewok
access rights dynamically at rime. But as already mentioned

In the presence of more classification levels and/oremor
complex security constraints the single level implementatian ca
leadto rather complicated structures in the conceptual schema
The pure conceptual semantics of the schema are lyeavil
distortedby the security requirements. This class partitioning is
not the only problematic issue, others are class rearrangement
and object migration. A more detailed discussion of ¢es
problems can be found is given by Hochmiller (1996).

A security solution based on eXoT/C allows for semanti
inheritance hierarchies and navigation paths in tmeeumtual as
well as inthe external schemas. The derivation-based assarciatio
betweenconceptual and externsthemas is (virtually) orthogona

in the first section of the paper, this also leads to a decgntrallto traditional relationships between schema elementss Thi

defined security "policy” which is a moving target andtno
enforceable.A security architecture with external schemas a
their basic building block andn authorization model on top of

enablesus to implement security requirements as inter sehem
mappings and preserves the original conceptual semantics.
But the virtues of the multilevedecurity models should noeb

it might be a promising framework combining the advantafies 0 neglested. The strong policy and its strict enforcement is th

both appoaches namely flexible delegation of rights within
tight security boundary.

central feature. Views do not guarantee suckegrak of control
and security pese. The flexibility in external schema construc-

In contrast tosecurity models with mandatory access control tion puts the burden of the decision between security an
(multilevel approaches with single level object representations) functionality of the external views onto the designer oé th
the view based realization of security requirements doe® hav mapping. The mandatory models and the view based sgcurit
minimal influence on Conceptual schema design. Even al Smalapproacmave distinct strengths and limits maki]h@m suitakg

exampleshouldmake this point obvious. In fig. 6, the realizatio

for different domains depending on the relative impomanc

of one simple security constraint is shown. The startingtpoin petween rigid security and powerful functionality.

(which is a simpler version of our running example) is aetyp
Enpl oyee with a subtypeManager. Enpl oyee has tke
unclassified attributesssn and nanme and a secure attribit
sal ary. The type Manager has an additional unclassifie
attributebonus.

An open question is the feasibility of the mapping construc
tion in the presence of complicated intertwined security- con
strairts (cf. Burns 1992). Tool support for the semiautomati
gereration of the derivation specifications starting from
MOMT-like static model wald be advantageous for the task of

The multilevel approaches split each of the conceptual typesschemadesign as well as for the resulting security level.



content-basedecurity constraint like "all confidential project® ar

Security Policies. In Lunt, T.F., editoiResearch Directionsni

secure" could for instance be used to automatically geeerat Database Securifypages 227-233, Springer.

corresponding filter expressions in all parts of the sclem
mapping where projects can appear.

6 CONCLUSION

Objectorientedviews can be used as an effective medns o

Castanos., Fugini, M., Martella, G., and Samarati, P. (1995)
Database SecurityAddison-Wesley.

Catel, R.G.G. et al. (1997)The Object Database Standar
ODMG 2.0.Morgan Kaufmann.

Dobrovnik, M. (1995). Externe Schemata in objekt

acaesscontrol and to implement a fine grained security mecha orientierten Datenbankmanagementsystemen; Logische Paten
nism. Since the usage of components and notably also o unabhangigkeitdurch Anderungen iber SichteRhD thesis

methods can be restricted via projection, the definitioh o

external schemas enables the DBA to draw a tight securit

boundarybetween the parts tfie database the user is entitled t

Universitat Klagenfurt, also pulished as Dobrovnik, M. (1997)
Dobrovnik, M. (1997). Externe Schemata in objekt
orientierten Datenbankmanagementsystemen; Logisch

work on and the part he has no clearance for. In particular, th Datenunabhangigkeidurch Anderungen iiber Sichteinfix.

usageof views does not only allow to restrict the rights of a

user to access data elements. The power and flexibility o

DISDBIS 25.
Dobrovnik, M. and Eder, J1994). Adding View Support to

external schemas with respect to security is the ability tb pu ODMG-93. In Mizin, I. A.,Kalinichenko, L. A., and Zhuralev,
strong confinements on the user concerning his possibilibes t Y. |., editors,Proc. Intl. Workshop on Advances in Datalmse

apply certain operations on those data objects.

and Information Systemgages 74-81, Moscow, Russia. Mosco

Only the parts of the database, which are explicitly mdppe ACM SIGMOD Chapter.

to the outer interface of the exterrsahema are accessible te th

Dobrovnik, M. and Eder, J. (1996). Logical Data Indepen

use of the external schema, and the way of manipulation o dence and Modularity through Views in OODBMS. IRroc.

those visible parts can be réstied to any degree. By providing

EngineeringSystems Desigend Analysis Conference (ESDA'96)

methodsfor certain selections or updates of the data, the externapages 13-20, Montpellier.

schemadesigner can make available operations for the user o

Fernandez,E.B., Larrondo-Petrie, M.M., and Gudes, E

the external sctma in a strictly controlled way. These methods (1993. A Method-Based Authorization Model for ©b
canbemade arbitrarily restrictive on their execution. Checks fo ject-OrientedDatabases. In Thuraisingham, B., Sandhu, R., and
permissionf users on schema elements, validation of recgiver Ting, T.C.,editors,Security for Object-Oriented Systemsges

and parameters of the methods and arbitrary comateess ah
modification rights can be implemented in such methods.
Neverthelesstheserestrictions do not necessarily diminisle th

135-150, Washington DC. Springer Verlag.
Hochmiiller E. (1996). Inheritance Contradictions betwee
Functional and Ex#-Functional Requirements. Rroc. Second

power or the usability of the external schemas to an unwlante Word Conference on Integrated Design & Process Technyolog
degreeSince the implementaf the external schema has asces (IDPT’'96), Vol.1, pages 106-113, Austin. SDPS.

to all parts of the whole underlying conceptual layer, he ca

Jajodia,S., KoganB., and Sandhu, R.S. (1995). A Multiléve

design and provide quite powerful methods which aret no Secure Object-Oriented Data Modkel. Abrams, M. D., Jajodia,
restrictel in any sense. Neither the scope of those mettwds is. and Podell, H. J., editordpformation Security - An Inte

inherently confined to just a part of the conceptual schema, nograted Collection of Essaypages 596-616. IEEE CSP.

arethere any system implied limitations on the operation$ suc

methods can execute.

Kim,W. and Kelley, W. (199). On View Support in Object-
Orierted Database Systems. In Kim, W., editbtodern Data

So the designer of the external schema has available the fuljzse System3he Object Model, Interoperatibility and Beyond.

powerof the complete conceptusthema. It lies in his responsi

bility to construct an adequate interface for users in tefms o

powerand security. Such an extersghema should provide gnl

the ne@ssary and sufficient operations on the data objeets th

usersare entitledo see, but it should also be restrictive in t&rm
of validation, plausibility and consistency.
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